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Customer Number: 20277 
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Confirmation Number: 6881 


Application No. : 1 0/695,805 


Group Art Unit: 2686 


Filed: October 30, 2003 


Examiner: Khawar IQBAL 


For: OPTIMIZED NETWORK EMPLOYING SEAMLESS AND SINGLE SIGN ON 
CAPABILITIES FOR USERS ACCESSING DATA APPLICATIONS ON DIFFERENT 
NETWORKS 


Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

1. Along with Varsha Clare, we Allen Billings and Kent Hughes, are the inventors 
of the patent application identified above and of the subject matter described and claimed 
therein. 

2. Varsha Clare is no longer an employee of the Assignee, Cellco Partnership (d/b/a 
Verizon Wireless). 

3. Our invention as described and claimed in the subject application was completed 
in this country prior to May 5, 2003, as evidenced by the following: 

A) Prior to May 5, 2003, the inventors prepared a document entitled "Verizon 
Wireless Authentication, Authorization and Single Sign-on for Data Products and 
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Services," Version 1.2. Attached Exhibit 1 is a true copy of that document. The cover 
page of the document bears a date. The date has been, redacted. The date on the cover 
page of the "Verizon Wireless Authentication, Authorization and Single Sign-on for Data 
Products and Services" document (Exhibit 1) is prior to May 5, 2003. 

B) Prior to May 5, 2003, the inventors prepared a document entitled 
"Authentication, Authorization and Single Sign-on for Data Products and Services" 
(without version number). Attached Exhibit 2 is a true copy of that document. The cover 
page of the document bears a date. The date has been redacted. The date on the cover 
page of Exhibit 2 is prior to May 5, 2003. 

C) Prior to May 5, 2003, the inventors prepared a document entitled 
"Discussion Points - Authentication and Authorization for VZW Products." Attached 
Exhibit 3 is a true copy of that document. This document bears no date. 

D) Prior to May 5, 2003, the inventors completed a Verizon Wireless 
Invention Disclosure form regarding our invention, then entitled "Authentication/Single 
Sign On." Attached Exhibit 4 is a true copy of that Verizon Wireless Invention 
Disclosure. The second page of the Verizon Wireless Invention Disclosure form 
regarding our invention lists a conception date. That date, which has been redacted, is 
prior to May 5, 2003. The third page of this form identifies two detailed description 
documents by file names, which documents correspond to the documents in Exhibits 2 
and 3, The dates associated with those document citations in the Verizon Wireless 
Invention Disclosure form, which have been redacted, are prior to May 5, 2003. 
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4. From a date prior to May 5, 2003 until October 30, 2003, we (all three inventors) 
continued to work toward deployment of a single sign-on for products and services offered by 
Verizon Wireless. 

(i) For example, Allen Billings prepared a document, and solicited comments 
on the document from at least thej other inventors, which document was entitled "Single 
Sign-on Third-Party Authorization Vendor and Platform Recommendation," a true copy 
of which is attached hereto as Exhibit 5. The cover page of this document (Exhibit 5) 
bears a May 7, 2003 date. 

(ii) Allen Billings also ; prepared a document, and solicited comments on the 

i 

document from at least the other inventors, which document was entitled "Single Sign-on 
Third Party Authorization Requirements," Version 1.2 (DRAFT), a true copy of which is 
attached hereto as Exhibit 6. The cover page of the document (Exhibit 6) bears a May 
21, 2003 date. Dates for two earlier revisions listed on page 2 of the document (Exhibit 
6), which have been redacted, are prior to May 5, 2003. 

r 

i 

(iii) During at least paiit of 2003, the Verizon Wireless internal name for the 

i 
i 

relevant project was "Product Authentication." Exhibit 7 is a true copy of a printout of 
the "Verizon Wireless Product' Authentication Project Plan" (file name "Product 
Authentication Project Plan vl.O.xls"), which was a high-level project plan that shows the 
planned dates for deploying thej Product Authentication for three different Verizon 
Wireless services: Multimedia Messaging Service (MMS), Wireless Internet Browser 
(WAP2 ) and Push to Talk (PTT). The Project Plan (Exhibit 7) is dated June 6, 2003 and 
lists projected action dates spanning the Summer of 2003. 


3 


ui/li/UO 1ZI41 KAA y^5 27« bU81 AIRTOUCH [gj 0 

Application No.: 10/695,805 

(iv) Allen Billings and another Verizon Wireless employee prepared a 
document, describing our on-going work, entitled "Product Authentication (LDAP) 
Architecture for Alarming Scenarios" (DRAFT) a true copy of which is attached hereto 
as Exhibit 8. This document shows Verizon Wireless's plan for deploying Product 
Authentication in a way that would minimize failures on the network. The cover page of 
this document (Exhibit 8) bears a date of June 20, 2003, 

(v) Allen Billings prepared a document, describing our on-going work, 
entitled "Product Authentication Roaming Issues" a true copy of which is attached hereto 
as Exhibit 9. This document describes some issues related to roaming, which were 
discovered during the process of deploying Product Authentication, along with several 
possible solutions, The cover page of this document (Exhibit 9) bears a date of 
September 2, 2003. 

5. From a date prior to May 5, 2003 until October 30, 2003, we (all three inventors) 
worked with David Tennant of the DC office of McDermott Will & Emery LLP to facilitate the 
preparation and filing of the above-identified patent application. For example, we provided 
copies of the documents attached as Exhibits 5 and 6 to David Tennant for his consideration in 
drafting the above-identified application. As another example, we also reviewed and provided 
comments on one or more drafts of the application in August and September of 2003. We, Allen 
Billings and Kent Hughes, have reviewed the declaration by Keith E. George and the Exhibits 
accompanying that declaration. We believe that the description of the disclosure and the 
application preparation, in the George declaration is accurate. 

6. Our application, as identified above, was filed on October 30, 2003. 
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I hereby declare that all statements made herein of my own knowledge are true and that 
all statements made on information and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false statements and the like so made are 
punishable by fine or imprisonment, or both, under section 1001 of Title 18 of the United States 
Code, and that such willful false statements may jeopardize the validity of the application or any 
patent issuing thereon. 

January 11. 2006 , s 


January 11. 2006 
Date 
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Invention Disclosure 


Please fill out the Invention Disclosure Form as completely as possible. This form must be approved 
by business group management, executive director or director. If you have any questions about the 
form, or about your invention, please contact Invention Administration Office at (908) 607-8141 or e- 
mail invention@verizonwireless.com. Please return the form, signed by each inventor, and 
witnessed, with drawings and flow charts (software inventions or processes) as appropriate to: 


Verizon Wireless 
Technology Development Department 
Headquarters, Satellite Office 
30 Independence Blvd 
Warren, NJ 07059 
Attn: Invention Administration Office 


veri onwirele$$ 


Invention Disclosure 


Inventor 1 


Home Address 


Docket No. 
Business Group 
Attorney 
Disposition 


Title of Invention Authentication / Single Sign On 


Varsha Clare 


Work Phone 925-279-6038 


Full Name Including Middle Name 
E-mail Address Varsha.clare@verizonwireless.co 


Citizenship US 


984 Gray Fox Circle, Pleasanton, CA 94566 


Number and Street, City, State, ZIP Code, Country or Province 


Inventor 2 


Home Address 


Allen Billings 


Work Phone 925-279-6592 


Full Name Including Middle Name 

E-mail Address Allen. billings@verizonwireless.c 
om 


Citizenship US 


8 Bernice #108, San Francisco, CA 94103 


Number and Street, City, State, ZIP Code, Country or Province 


Inventor 3 


Home Address 


Kent W. Hughes 


Work Phone 925-279-6511 


Full Name Including Middle Name 
E-mail Address Kent.Hughesfffiverizonwireless.c 


Citizenship US 


5830 Ivanhoe Road, Oakland, CA 94618 


Number and Street, City, State, ZIP Code, Country or Province 


Inventor 4 


Home Address 


Full Name Including Middle Name 
E-mail Address 


Work Phone 
Citizenship 


Number and Street, City, State, ZIP Code, Country or Province 


Date First Made Invention (Conception Date) 

Engineering Reports, 
etc. 

Journals, Conference Proceedings 


Pages 


Date 


Date 


Has the invention been disclosed outside Verizon Wireless? 
Has the invention been demonstrated? 

Has a product using the invention been shipped outside Verizon 
Wireless? 


E3 Yes □ No 

□ Yes S No 

□ Yes H No 

□ Yes S No 


Was work done under a government contract? 
Who is responsible for this (these) contracts )? 

COMMERCIAL FACTORS 
Is the device or process now in production or used commercially? 

If so, date first used Date product first sold 

If not, is use or production being considered? 


□ Yes SNo 


Date 
Date 
Date 

No. 

Phone No. 


Model Number 
When? 


To which of Verizon Wireless's business or telephone operating companies would this invention be of 
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interest? 

What Verizon Wireless competitors are most likeiy to use this Wireless and wireline operators. 

invention? 

How would use by a competitor be discovered? Published information, direct use of service by our staff. 

Th e information requested below may serve as the basis for a patent application, therefore be as complete and as 
accurate as possible. Please describe your invention on added pages to be attached hereto using the following 
outline as a guide. 


1 . Abstract of the Invention — In a few sentences, briefly describe what your invention is and what it does. 

This is a standardized process for: 1) Authentication of subscriber using services such as MMS, PTT; 2) Authorization of various service use 
by a subscriber, e.g., 802. 1 1 ; 3) Single sign on user id, password for various services, e.g., MMS, PTT, vtext.com and automatic process of 
sending user id, password to applications platforms. 


2. Background Information — Provide sufficient background information so that the function and novelty of your invention can be understood. What 
techniques prior to your invention were used to perform the function of your invention, and what are the disadvantages? What problem is solved by 
your invention? What are the advantages of your invention over the prior techniques? 

1 . Without proper authentication, there is a possibility that MFN/MDN delivered by the client (in handset) may be altered before reaching the 
application platform 

2. Without single user id, password, VZW subscriber will be forced to set up and manage multiple user ids and passwords. VZW 
applications will need to develop user id, password in each application. 


Detailed Description — (a) Describe the structural and functional operation of your invention. Use drawings, graphs, or flowcharts as needed to 
describe your invention. Give specific details, not just general information. Point out what improvements your invention incorporates or the superior 
performance which is obtained and why it is obtained, (b) Are there any alternative methods or different structural embodiments of your invention? 
Can the general idea or technique of your invention be extended to other related fields? (c) Which features are believed to be the novel features 
(be specific)? 
Attached Documents: 

1. Sign On Requirements v2.l 

2. Data Product Authentication Briefing VZ.2f 


4. Attach a copy of the most pertinent publications to your invention that are known to you. 

5. After the disclosure is prepared, the inventors MUST sign in the spaces below. The witnesses should read and understand the 
disclosure and sign in the appropriate spaces below. The inventors and witnesses should initial and date each added page of 


disclosure. 

Inventor Varsha Clare Date 

Inventor Allen Billings Date 

Inventor Kent Hughes Date 

Inventor Date 

Witnessed and Understood By Date 

Witnessed and Understood By Date 
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Prepared By 
Business Group Name 
Executive Director Approval 


Date 
Date 


GUIDELINES FOR INVENTION DISCLOSURES 


A detailed explanation of the Invention Disclosure Form follows: 
TITLE OF INVENTION 

The title should be brief and descriptive. More often 

than not, it will change during the drafting of the patent application. 

INVENTORS 

This includes all persons who may be inventors. By 
law, the true inventors must be named. It is the 
patent attorney's responsibility to determine proper 
inventorship, which is a legal determination. The 
order of names on a patent has no legal significance. 

DATE FIRST MADE INVENTION 

Conception Date 

This item has legal significance and should 
be carefully considered. Conception is the 
mental formulation of a complete idea for 
a product or process including a means of 
practicing the invention and a utility. To 
have a complete conception of a new 
product, it is necessary to provide the 
product, a method of preparing the product 
(unless such method would be obvious) and 
a utility for the product (unless such utility 
would be obvious). 

First Disclosure to Others 

This item can also have significant legal 
consequences. If there has been any 
disclosure outside the company, the 
date of any non-disclosure agreement or 
other relevant agreement should be indicated. 


COMMERCIAL FACTORS 

Include any agreements with consultants or other companies 
which may be relevant to the invention. Any expected or 

contemplated sale, offer for sale, commercial use or third party disclosure of the invention must be reported to the 
Legal Department. 

ABSTRACT OF THE INVENTION 
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This is basically intended to be a summary. Any 
useful background information should be provided. 


BACKGROUND INFORMATION 

List the relevant prior art retrieved in the prior art search. Inventors have an uncompromising duty of candor to the 
U.S. Patent Office. Thus, if there is any question whether a document is rdevant, be sure to include it. in the list of 
prior art. In addition, inventors have a continuing duty to bring prior art to the attention of the U.S. Patent Office 
after filing the patent application. The closest prior art should be clearly distinguished from the invention. Be sure 
to discuss any of your relevant pending patent applications when you consider the prior art. 

DETAILED DESCRIPTION 

This is the main section of the disclosure in which 
the details of the invention are provided. It is 
intended to provide sufficient information so that 
the patent attorney understands the full scope of 
the invention and can begin to draft an appropriate 
patent application providing the maximum protection 
possible. Points which should be addressed and 
questions to consider in this section are listed below. 
Attachments are generally used to provide the 
necessary information in sufficient detail. 

(a) Type of Invention: 

What is the invention? Is it a new 

device, a new or improved process, 

a new use of an old device, etc. 

a new design, etc. Show drawings, graphs, 

or flowcharts to help describe the invention. 

(b) Utility: 

Describe how to use the invention. 
What is all the possible practical 
utilities? 

(c) Unobviousness: 

What problems in the prior art are 
solved by the invention? Would 
the prior art direct an investigator 
away from your invention? Give any 
references which are contradictory 
to your results. Mention any proposed 
solutions tried by you or others which 
failed. Are there surprising or 
unexpected results or properties of 
your process or device? 

(d) Variations and Limitations: 

Discuss any variations, modifications, 
substitutions, or other changes that 
may be made within the scope of the 

invention. The invention should be first described in the broadest generic scope contemplated (and 
permitted by the prior art) and then described in terms of more preferred and most preferred way. 
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(e) Explanations: 

Set forth any explanations or theories you may have about how or why your invention tfnctions. 
Although you may not know exactly why your invention functions and the patent need not contain 
such information, the information may be helpful to the attorney, particularly when addressing the 
obviousness of the invention. 


SIGNATURES/APPROVALS 

After the Invention Disclosure has been signed and dated by all suggested inventors, and witnessed, it 
should be approved by an inventor's Department Head. It is the Department Head's responsibility to 
approve the Invention Disclosure form as being conplete in terms of (a) description, (b) value to the 
company and (c) names of all suggested inventors. The Invention Disclosure form is then sent to Invention 
Administration Office for review. The Invention Disclosure will be evaluated for filing and prioritized, 
taking into consideration other priorities and recommendations of management. 
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Document Control 
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"Provisioning of Service Definitions" and 
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Version 1 .2 
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Added support for user-authentication based on 
user-defined password. 
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Introduction 


This document describes the Verizon Wireless (VZW) requirements to deliver Third Party 
Authorization capability on a server (generically referred to as Authorization Server) installed on 
the VZW data network. Third Party Authorization will allow VZW applications and third party 
partners to query the Authorization Server for selected information, which will be used to 
authorize the use of applications or tiers of service for individual subscribers. 

For questions on the content provided in this document please contact Allen Billings at 
allen.billings@VerizonWireless.com (925) 279-6592. 

Requirements 


1.1 Storage and Configuration of Service Authorization Information 

The Authorization Server shall store subscriber identification information and service 
authorization information for each individual subscriber provisioned in the server. At a 
minimum, the subscriber identification information shall include the user's MIN and MDN, 
which will be provisioned by VZW, and a user-defined password, which will be populated 
through a password management interface. At a minimum, the service authorization information 
shall include an alphanumeric, integer, or Boolean value for each service that VZW chooses to 
assign. There shall be no hard limit to the number of services associated with a subscriber. 

The detailed format of the data must allow for flexibility in defining service authorization 
information and provisioning API. A final design decision on this format should be jointly made 
between the Authorization Server vendor and VZW, based largely on the response time and 
maintenance requirements for each option. 

1.2 Provisioning of Service Definitions 

The Authorization Server shall allow different VZW internal users to read, add, modify, and 
remove service definitions through a convenient user-interface. This interface must have 
multiple levels of security and user roles. Some VZW users must only be able to read the data 
while others may add, delete, update, and read. 

1.3 User Provisioning 

A VZW-customized API shall be provided to allow VZW to add, modify, and remove subscriber 
records and subscriber services on the Authorization Server. The Authorization Server vendor 
shall work with VZW to define the provisioning API. 

1.4 Queries for Authorization Information 

The Authorization Server shall support secure queries from specified VZW or third party product 
servers. Queries from product servers will include the identity of the requestor, identity of the 
subscriber (MIN or MDN), and the names of the requested service authorization fields or 
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parameters. A password may be included if user-authentication is required. The Authorization 
Server will send a query response to the product server, which will include MIN, MDN, user- 
authentication result, and the values of the requested service authorization fields or parameters. 
Additionally, the Authorization Server shall support queries from specified product servers that 
wiii return the vaiues of ALL service authorization fields or parameters. The queries and 
responses shall be based on an industry standard format (For example a subset of current LDAP 
specifications). The Authorization Server vendor shall supply a detailed technical specification 
outlining the format of the queries and responses, and all connection and configuration 
information required to support the authorization queries. This specification shall be provided to 
any VZW vendor or partner. 

1 .5 Product Server Authentication, Configuration, and Rights 

The Authorization Server shall support a method to securely authenticate specified VZW or third 
party product servers. The Authorization Server will store configuration information for each 
individual product server, which will include, as a minimum, a list of the authorization fields or 
parameters that the product server is allowed to query. Each individual product server must only 
be allowed to query for authorization fields or parameters specified in its configuration list. The 
Authorization Server shall allow VZW to add, modify, and remove allowed product server 
configurations through a convenient user-interface. 

1.6 Sizing 

The Authorization Server shall be configured with adequate storage capacity to store 
authorization information for the entire VZW subscriber base of roughly 3 1 million. A subset of 
this subscriber base will be considered active users for the purpose of traffic calculations. A 
traffic model will be created to determine the transaction rate that must be supported. 
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Requirements Signatories 


Cellco Partnership d/b/a Verizon Wireless 

By: 

Title: 


< Vendor > 

By: 
Title: 


Verizon Wireless Confidential 


Page 6 of 6 


Verizon Wireless 
Product Authentication Project Plan 
6/2/2003 

Activity 

Owner 

Due Date 

Completed 
Date 

Notes 

Load software into stacking 

Thomas May 



** Orininallu c^hoHiil^H R/^H - noQtnnnpH Huo tn nthor 

^iiyiiidiiy buiicuuicu u/ou puoipuiieu uuc iu uinci 

AAA nrinritioe _ nn imnaH in 1 l"")AP nrnHiiPtc 
r\r\r\ fJilUMUcb - NU linjJdL.1 IU LUnr piUUUOlo 

Load software into production 

Thomas May 



unginaiiy scneauieu o/tu - posiponeu uue 10 oiner 

AAA r\ r 1 /"i r!+ i o o nn Smn^/^f In 1 HAD nm/Hiintc 
rtrtM pnunUcS - MO IllipdOl IU LUnr piuuuuib 

MMS - complete development testing * 

Xuming Chen 

on o/zuuo 



MMS - begin testing in staging 

Xuming Chen 

c/on/onni 



MMS - end testing in staging 

Auming unen 




MMS - begin testing in production 

Xuming Chen 

//oU/ZUUo 



MMS - end testing in production 

Xuming Chen 

o/o/zUUo 



MMo - LUAr neiworK reaoy 

Xuming Chen 

O/O/ZUUJ 



WAP2 - complete development testing * 

Jude Munn 

7 m a /onm 



WAP2 - begin testing in staging 

Jude Munn 




WAP2 - end testing in staging 

Jude Munn 

7/28/2003 



WAP2 - begin testing in production 

Jude Munn 

8/18/2003 



WAP2 - end testing in production 

Jude Munn 

8/25/2003 



WAP2 - LDAP network ready 

Jude Munn 

8/25/2003 



PTT - complete development testing * 

Ian DeCone 

TBD 



PTT - begin testing in staging 

Ian DeCone 

TBD 



PTT - end testing in staging 

Ian DeCone 

TBD 



PTT - begin testing in production 

Ian DeCone 

TBD 



PTT - end testing in production 

Ian DeCone 

TBD 



PTT - network ready 

Ian DeCone 

TBD 


i 






* Pass Bridgewater criteria 
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